MYITMANAGER

DPDP Act Implementation Roadmap

A Practical 12—-16 Week Plan to Operationalise Compliance (2026)

This roadmap breaks DPDP Act 2023 implementation into four phases, with specific tasks, who typically owns
each one, and what you should have in hand at the end of each phase. It reflects the structure we use across our
own client engagements, adapted here so your team can run it independently or use it to brief an external
consultant.

Timelines assume a mid-market organisation (roughly 50-500 employees) with moderate data complexity.
Smaller organisations with a single, well-scoped data flow can move faster; larger, multi-entity organisations
should expect the upper end of each range.

Who This Is For

Founders, COOs, ClOs, Compliance Heads, or newly appointed Data Protection Officers who need a structured
plan to take to their leadership team or board — whether you're running this in-house or evaluating what a
consultant's engagement should actually cover.



Phase 1: Foundation & Gap

Assessment

Weeks 1-3

Task

Appoint an internal DPDP owner (even if

not a formal DPO) to drive the project.

Map all personal data flows: what's
collected, from whom, why, and where
it's stored.

Audit current consent mechanisms
across web, app, and offline
touchpoints.

Inventory all vendors and third parties
who process personal data on your
behalf.

Score current state against all DPDP
obligations (consent, notice, breach,
rights, governance).

Owner

Leadership

IT / Data
Owner +
Consultant

Marketing /
Product +
Consultant
Procurement /

IT

Consultant

Before you can fix anything, you need an accurate picture of what personal data you hold, why, and where the
gaps are against DPDP obligations.

Deliverable

Named accountable owner

Data flow map / register

Consent audit findings

Vendor / processor list

RAG-scored gap assessment
report



Phase 2: Risk Assessment &

Documentation

With the gaps identified, this phase produces the documentation the Data Protection Board would expect to see if
it ever asked — and the plain-language notices your customers and employees actually need.

Task Owner Deliverable
Conduct Data Protection Impact Consultant + DPIA reports
Assessments (DPIAS) for high-risk Data Owner

processing activities.

Draft or update privacy notices in plain Consultant + Updated privacy notices
language, reflecting DPDP consent Legal
requirements.

Draft a data breach response plan with Consultant + Breach response playbook
clear escalation paths and Board IT Security
notification steps.

Draft Data Processing Agreement (DPA)  Consultant + DPA templates
templates for vendors and Legal
sub-processors.

Define the data subject (Data Principal) Consultant + Rights request SOP
rights request process and grievance Customer
redressal mechanism. Support



Phase 3: Implementation Weeks 9-14

This is where documentation becomes operational reality — consent flows go live, vendor contracts get signed,
and your team is trained on what to actually do.

Task Owner Deliverable

Roll out updated consent flows across Product / Live consent implementation
website, app, and any offline collection Engineering

points.

Execute signed DPAs with all vendors Procurement/  Signed DPA register

and sub-processors identified in Phase Legal

1.

Implement or verify technical IT Security Technical safeguard checklist
safeguards: encryption, access controls,

audit logging.

Train relevant teams (customer support,  Consultant / Training completion records
HR, marketing, IT) on their specific HR

DPDP obligations.

Test the breach response plan and data ~ Consultant + Test results and action items
subject rights process with a tabletop Internal Team
exercise.



Phase 4: Board Briefing & Handover  Weeks 15-16

Compliance isn't a one-time project — it needs an owner and a maintenance rhythm after the consultant leaves

or the project formally closes.
Task

Deliver an executive briefing
summarising posture, residual risks, and
ongoing obligations.

Hand over a compliance calendar
(renewal dates, review cycles, upcoming
deadlines).

Confirm internal ownership for
sustaining the programme (DPO,
compliance lead, or committee).

Owner

Consultant

Consultant

Leadership

Deliverable

Executive briefing deck

Compliance calendar

Documented ownership structure



Common Pitfalls That Delay Implementation

» Underestimating vendor DPA turnaround — legal review on the vendor's side often takes longer than your
own.

« Treating consent as a one-time banner update instead of a system change across every collection point.
« Skipping the tabletop breach drill, then discovering escalation gaps during an actual incident.
« No single accountable owner, so the programme stalls once the initial project momentum fades.

» Confusing international certifications (SOC 2, ISO 27001, GDPR) with DPDP compliance — they overlap but
don't replace each other.

Want This Roadmap Run For You?

MYITMANAGER runs exactly this roadmap for clients end-to-end — gap assessment, documentation,
implementation, and board handover — typically in 12—16 weeks depending on scope.

Book a free consultation: help@myitmanager.in | +91 97114 10789 | myitmanager.in/contact-us



